Ky thuat tao ching chi SSL
cho subdomain vai
Cloudflare & Docker

Let’s Encrypt gilp ban dé dang tao va cai dat ching chi SSL mién phi bang irng dung khach certbot
ACME trén may chu web. Nhung néu ban muén dung ssl cho subdomain ma khdng can phai tao
certificate nhiéu 1an cho mdi subdomain thi ban lam nhu thé nao?

https://www.youtube.com/embed/FufPq5zEajY

Bai viét nay minh chia sé cac ban cach don gidn dé€ lam diéu nay véi Cloudflare & Docker.

Cach ma challenge DNS hoat
dong voi certbot

Ban tham khao tai liéu certbot giai thich vé diéu nay ré han,va minh tém lai cadc budc challenge nhu
sau:

Certbot yéu cau ching chi tir may chu Let’s Encrypt
e Mdy chu Let’s Encrypt tra vé néi dung challenge
Plugin tao ban ghi DNS TXT chia ndi dung challenge
e May chu Let’s Encrypt xac thuc ban ghi DNS TXT
May chu Let’s Encrypt cap ching chi

Chuan bi cloudflare va docker

O day, minh st dung Cloudflare Idm nha cung c&p DNS va minh sé tao chiing chi cho domain test
la toval7.site. Cac ban chuan bj 1 vps hodc may tinh cd nhan cé cai dat Docker


https://www.youtube.com/embed/FufPq5zEaJY

Cac budc thuc hién

sudo mkdir /etc/letsencrypt

sudo mkdir /var/lib/letsencrypt

Tao mot Cloudflare credentials Cac ban phdi cé mot tai khodn Cloudflare va tré DNS vé trén nay
nhé

ima@geoprtgnd or type unknown

Tao moét API token qua cloudflare dashboard. Edit zone DNS im@g@dpRgnd or type unknown

Luu token va tao mot file cloudflare.ini

vi /etc/letsencrypt/cloudflare.ini

Dién ndi dung nhu sau

#Cloudflare API token used by Certbot
dns_cloudflare_api_token = 0123456789abcdef0123456789abcdef01234567

Luu lai va thoat

Ti€p theo ban chay docker dé€ cap tao certificate cho subdomain ***.toval7.site**

docker run -it --rm --name certbot \ -v "/etc/letsencrypt:/etc/letsencrypt" \ -v
"/var/lib/letsencrypt:/var/lib/letsencrypt" \ certbot/dns-cloudflare \ certonly --dns-cloudflare \ --dns-cloudflare-

credentials /etc/letsencrypt/cloudflare.ini\ -d *.toval7.site

Khi chay sé héi phan théng tin cadc ban nhap email va chon Y cac cau héi nhu cac budc ban tao
certificate vGi Letsencrypt.

Tat cac céc file cert sé luu tai /etc/letsencrypt/live/$domain
Bay gid cac ban dung subdomain SSL ma khdng can tao certificate cho ting subdomain réi.

Luu y: Letsencrypt certificate sé hét han trong 3 thang do doé ban can tao 1 shedule dé ty dong
renew chuing.



Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho cdng viéc, cudc séng, dam mé cua ban,

dUng ngai ing hd mot ly ca phé dé€ minh cé thém dong luc chia sé thém nhiéu kinh nghiém, kién
thirc nhé.

Ban c6 thé ang ho minh qua:

Vi MoMo

Vi MoMo

Paypal

H6 trog qua Paypal

Cam on moi ngudi!
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