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Thay do6i kernel mac dinh
trén Ubuntu

Kernel hoat déng nhu mot cau néi (middleware) gitra phan cliing va phan mém chay trén hé théng.

Kernel giao ti€p véi phan cliing théng qua cac trinh diéu khién (drivers) duoc tich hop san bén trong
né hoac dugc cai dat b6 sung dudi dang mot module.

Viéc cap nhat kernel - diéu nay gilp tan dung t6i da thé manh tai nguyén phan ciing cta chdng.

Ngoai ra, cap nhat kernel con gilp khai thac téi da nhirng tinh nang méi cta né va va cac 16 hdng
bdo mat da dugc phat hién trong phién ban tién nhiém.

Trong ndi dung bai viét nay, minh sé chia sé cach thuc hién cap nhat kernel trén Ubuntu (hoac
Debian)

Kiém tra phién ban kernel hién
tai

Dé& kiém tra phién ban Linux kernel dang dugc cai dat trén hé théng, s dung |énh sau:

uname -sr

MEdexdt found or type unknown

Nang cap kernel trén Ubuntu

sudo apt update && sudo apt upgrade

sudo apt install wget



Tai Bash script dé nang cap
kernel

Ban cé thé tai xubng truc ti€p gbi Kernel Deb tur kho luu trir Linux cGa Ubuntu. Tuy nhién, dé dé
dang cai dat, cap nhat va gd cai dat Kernels trén Ubuntu, ching ta c6 thé si dung scripts c6 san
tai GitHub. Tai vé server Ubuntu cta ban.

wget https://raw.githubusercontent.com/pimlie/ubuntu-mainline-kernel.sh/master/ubuntu-mainline-kernel.sh

chmod +x ubuntu-mainline-kernel.sh

sudo mv ubuntu-mainline-kernel.sh /usr/local/bin/

Kiém tra Kernel versions

Chay Iénh sau:

ubuntu-mainline-kernel.sh -c

MEdexdt found or type unknown

Liét ké tat cd Kernel versions

ubuntu-mainline-kernel.sh -r

MEdexdt found or type unknown

Cai mot Kernel versions

sudo ubuntu-mainline-kernel.sh -i <version-number>

Sau khi hoan thanh kiém tra lai cai dat

sudo ubuntu-mainline-kernel.sh -l


https://github.com/pimlie/ubuntu-mainline-kernel.sh

Reboot lai hé théng

sudo reboot

Kiém tra lai

uname -r

Thay doéi hoac set Default
Kernel Version

sudo nano /etc/default/grub
Thém

GRUB_SAVEDEFAULT=true
GRUB_DEFAULT=saved

Nﬁd@bﬁt found or type unknown

sudo update-grub

sudo reboot

Khi khai dong lai &n ESC chon Advanced Atdexdt foubdidi@ide fonkdoovrtype unknown

Xoa hoac go Kernel

Chay Iénh sau chon Kernel xoéa

sudo ubuntu-mainline-kernel.sh -u



Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho cdng viéc, cudc séng, dam mé cua ban,

dUng ngai ing hd mot ly ca phé dé€ minh cé thém dong luc chia sé thém nhiéu kinh nghiém, kién
thirc nhé.

Ban c6 thé ang ho minh qua:

Vi MoMo

Vi MoMo

Paypal

H6 trog qua Paypal

Cam on moi nguoi!
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Scipts cai dat docker va
docker-compose trén Ubuntu
va Debian

Chuan bi

e Ubuntu / Debian
e Docker
e Docker Compose

Cai dat
ai da
SSH vao server va tao file sau:

nano docker-install-ubuntu.sh

#!/bin/bash
sudo apt update

echo "Install needed"

sudo apt-get install ca-certificates curl gnupg Isb-release -y

echo "Add Docker’s official GPG key"
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /usr/share/keyrings/docker-

archive-keyring.gpg

echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/usr/share/keyrings/docker-archive-keyring.gpgl
https://download.docker.com/linux/ubuntu \

$(Isb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null



sudo apt-get update -y
sudo apt-get install docker-ce docker-ce-cli containerd.io -y
sudo usermod -aG docker $(whoami)

newgrp docker

sudo curl -L "https://github.com/docker/compose/releases/latest/download/docker-compose-$(uname -s)-
$(uname -m)" -o /usr/local/bin/docker-compose
sudo chmod +x /usr/local/bin/docker-compose

docker-compose --version

Luu lai va thoéat.

chmod 755 docker-install-ubuntu.sh

sh docker-install-ubuntu.sh

Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho céng viéc, cudc séng, dam mé cua ban,

dirng ngai ing ho mot ly ca phé dé minh cé thém déng luc chia sé thém nhiéu kinh nghiém, kién
thuac nhé.

Ban cé thé ing hd minh qua:

Vi MoMo
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Vi MoMo

Paypal

Ho trg qua Paypal

Cam on moi ngudi!
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Extend LVM partition va disk
trén Ubuntu

Bai toan
Ban dang dung server Ubuntu 20.04 LTS va Disk dang dung LVM Disk. Khdng may DATA trén

phan vung nay phinh ra. Ban can ma rong thém. Minh vi du:

e Disk ban dau cai 400GB.
e M& rong thém méi 100GB

Ban ki€ém tra dung lugng Disk nhu hinh bén dudi:
df -h

Nﬁd}ebﬁt found or type unknown

Mé& rong 100GB bnang cach thém vat i trén server. Sau khi ma réng ban kiém tra disk

sudo fdisk -l

A{Ed.@bﬁt found or type unknown

LUc nay phan vung /dev/sda da tang thém 100GB (total 500GB). Nhung trén phan vung /dev/sda
van chua mapping dung lugng méi. Ban c6 thé kiém tra

sudo Isblk

MEdexdt found or type unknown

Cau hinh dé€ phan vung nhan
mapping dung luong mai



sudo growpart /dev/sda 3
Alﬁdfﬁbﬁt found or type unknown
sudo Isblk
NEJ@Dﬁt found or type unknown
sudo pvresize /dev/sda3
A{Ed@bﬁt found or type unknown

sudo lvextend -I +100%FREE /dev/mapper/ubuntu--vg-ubuntu--lv

Nﬁdf@bﬁt found or type unknown

sudo resize2fs /dev/mapper/ubuntu--vg-ubuntu--lv

MEdexdt found or type unknown

Tham khao

Ubuntu - Extend LVM partition and disk

Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho céng viéc, cudc séng, dam mé cua ban,

dirng ngai ing ho mot ly ca phé dé minh cé thém déng luc chia sé thém nhiéu kinh nghiém, kién
thuac nhé.

Ban c6 thé ang hd minh qua:

Vi MoMo


https://rdr-it.com/en/ubuntu-extend-lvm-partition-and-disk
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Vi Mo

Paypal

H6 trg qua Paypal

Cam on moi nguai!
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Backup Daily Weekly
Monthly v&i tar rsync va cron

Bai viét nay minh chia sé moi nguoi cach tao cac ban sao luu hang ngay, hang tuan va hang thang
trén Ubuntu/Debian mot cach tu dong. O day minh st dung cac Iénh tar, find, rsync va cron dé tu
déng hda lich sao luu.

Daily Backup

Lé&nh TAR sé tao mot kho luu trir nén cla thu muc /var/www/html trong /home/kien/backup/daily/data .
Lénh find sé xda tat ca cac ban sao luu hang ngay ci hon 7 ngay.

tar -zcf /home/kien/backup/daily/backup-$(date +%Y%m%d).tar.gz -C /var/www/ html
find /home/tony/backup/daily/* -mtime +7 -delete

Weekly Backup

Lénh TAR sé tao moét kho luu trlr nén cta thu muc /var/www/html trong /home/kien/backup/weekly . LEnh
find sé xda tat ca cac ban sao luu hang tuan cl hon 31 ngay hoac 1 thang.

tar -zcf /nome/kien/backup/weekly/backup-$(date +%Y%m%d).tar.gz -C /var/www/ html

find /home/kien/backup/weekly/* -mtime +31 -delete

Monthly Backup

Lénh TAR sé tao mot kho luu trir nén cta thu muc /var/www/html trong /home/kien/backup/monthly .
Lénh find sé xda tat ca cac ban sao luu hang thang ci hon 365 ngay hoac 1 nam.

tar -zcf /home/kien/backup/monthly/backup-$(date +%Y%m%d).tar.gz -C /var/www/ html

find /home/kien/backup/monthly/* -mtime +365 -delete



Automate with Cron

Ban c6 thé tao mét cronjob dé sao luu hang ngay, hang tuan va hang thang. M& Iénh crontab -e va
thém nhu sau:

15 0 * * * sh /home/tony/backup-daily.sh
30 0 * * 1 sh /home/tony/backup-weekly.sh
45 0 1 * * sh /home/tony/backup-monthly.sh

Thuc hién tap I1énh sao luu hang ngay hang ngay vao ldc 12:15 AM

Thuc hién tap 1énh sao luu hang tuan vao méi thr Hai IGc 12:30 sang Thuc hién tap Iénh sao luu
hang thang

Backup Externally

Tiép theo, ban backup sao luu vao noi luu trir server khac tranh truong hop bi server cé su co

rsync -a --delete /home/kien/backup/ root@161.35.143.122:/path/to/remote/backups/

Tao mot cron backup auto

0 2 ** * rsync -a --delete /home/kien/backup/ root@161.35.143.122:/path/to/remote/backups/

Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho céng viéc, cudc séng, dam mé cua ban,

dirng ngai ing ho mot ly ca phé dé minh cé thém déng luc chia sé thém nhiéu kinh nghiém, kién
thuc nhé.

Ban cé thé ing hd minh qua:

Vi MoMo
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H6 trg qua Paypal

Cam on moi nguai!
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Quan ly Linux Server qua
giao dién web vai Cockpit

Khi quan ly cac Server Linux minh thich dong Iénh hon nhung cé mét s6 tinh huéng ma ban can

quan ly Server Linux cGa minh bang GUI.

Vi du: Ban muon xem nhanh cac thong ké Server st dung nhu CPU, RAM,HDD... déi khi né cling
nhanh hon va dé dang hon néu ban khéng quen cac Iénh. Trong hudng dan nay, minh chia sé cac

ban mot GUI d€ quan ly Server Linux cia minh cé tén la Cockpit.

https://www.youtube.com/embed/XKYbEXSrajw

Lam thé nao dé cai mét web
GUI tréen Linux server

Khi tim kiEm mot GUI web t6t dé€ quan ly Server Linux cGia minh, thuong ban sé tim thdy cac cong

cu nhu Webmin hodc Cpanel. Gan day minh vlra tim thay mot du dn ma nguon mé cé tén
Cockpit. Ban dau Cockpit dugc phat trién cho RHEL va CentOS, nhung nd cling chay trén moét
loat cac ban phan phdi Linux phé bién nhu Ubuntu, Debian. Cockpit trong nhe, truc quan va dé
sur dung.

Cockpit c6 cac tuy chinh ndng cao va ma rong, do cé cac plugin tuy chinh. Trudc khi cai dat phan
mém nay trén Server Linux cta minh, ban nén kiém tra tai liéu cai dat néu ban phan phdi Linux cua
ban dugc ho trg. Luu y, phan mém nay c6 thé hoi khac trén mét s6 ban phan phéi vi chiing khéng
phai lac nao cling cé cac tinh nang gidng nhau. Trong vi du nay, minh cai dat diéu nay trén Server
Ubuntu 20.04 LTS.

sudo apt install cockpit

Sau khi cai dat xong vao trinh duyét go IP:9090 dé€ login véi user da tao trén Server


https://vi.wikipedia.org/wiki/Giao_di%E1%BB%87n_%C4%91%E1%BB%93_h%E1%BB%8Da_ng%C6%B0%E1%BB%9Di_d%C3%B9ng
https://cockpit-project.org/
https://www.youtube.com/embed/XKYbEXSraJw
https://cpanel.net/

Cac tinh nang co ban cockpit

Day la giao dién Cockpit khi ban md né trén Ubuntu 20.04 LTS. N6 cung cap cac tinh nang chinh
dé quan ly toan bd may chu Linux cua ban.



Véi cac tinh nang co ban, ban khac phuc sy ¢6 bang cadch xem nhét ky hoac start, stop dich vu. Ban
cling c6 thé dinh cau hinh luu trir HDD, mang va quan ly tai khoan ngudi dung Linux. Ngoai ra, cac
tac vu khac cé thé dugc thuc hién dé dang, nhu thuc hién cép nhéat gdéi cai dat hoac md mot thiét bi
dau cubi dua trén web kha truc quan. Cac ban tu vo voc dé xem nhé






Cai thém Cockpit plugin

Ban ciing c6 thé cai plugin tly chinh tir cdng déng. G day minh cai plugin dé quan ly cdc nhém luu
trt tén ZFS. Cai xong reload lai web GUI.

git clone https://github.com/optimans/cockpit-zfs-manager.qgit

sudo cp -r cockpit-zfs-manager/zfs /usr/share/cockpit



Quan ly may ao thong qua GUI
web Cockpit

Mot tinh nang khéac la quan ly cdc may do cla ban dang chay trén KVM. D€ kich hoat tinh nang
nay, ban can cai dat thém géi. Cac ban thi tinh nang nay nhé

sudo apt install cockpit-machines</



Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho cdng viéc, cudc séng, dam mé cua ban,

dUng ngai ing hd mot ly ca phé dé€ minh cé thém dong luc chia sé thém nhiéu kinh nghiém, kién
thirc nhé.

Ban c6 thé ang ho minh qua:

Vi MoMo

Vi MoMo

Paypal

H6 trog qua Paypal

Cam on moi nguoi!
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Cai dat iptables trén Ubuntu

~° N\ \ = v
TOong quan va cal dat
Iptables chi la giao dién dong 1énh dé tuong tac véi tinh nang packet filtering clia netfilter

framework.

system-config-firewall D-Bus firewall-config firewall-cmd

. R

iptables (service) firewalld (daemon and service)

—> iptables (command)

kernel (netfilter)
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hook chain

A

<«—— NF IP PRE ROUTING PREROUTING  <«——

<«—— NFIP LOCAL IN = INPUT -«
» Iptables (
Netfilter <«——  NF IP FORWARD = FORWARD *—1 command )
<«—— NF IP LOCAL OUT <= OUTPUT -—

~—— NF IP POST ROUTING

A

POSTROUTING -~

Trén Ubuntu s dung ufw lam firewall nén dé€ cai iptables ta can disable ufw truéc

ufw disable

Cai dat iptables

apt-get install iptables iptables-persistent

Cho phép qgilr cac phién dang két ndi dé€ viéc thuc hién khéng bi gidn doan (trong truong hop ban
dang SSH vao server)

iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
Trong dé:
e -m conntrack: Ap dung cho céc két néi thuéc module “Connection Tracking" véi 4 kiéu
két n6i la NEW, ESTABLISHED, RELATED va INVALID. Cu thé & rule nay ching ta sé st
dung ki€u RELATED va ESTABLISHED dé€ loc cac két n6i dang truy cap.

e -ctstate RELATED,ESTABLISHED: Khai bdo loai két n6i dugc 4p dung cdia module “
Connection Tracking".

D6i policy méac dinh cla iptables thanh DROP

iptables --policy INPUT DROP

Luu lai cau hinh
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netfilter-persistent save

netfilter-persistent reload

Thém mot rule

iptables -A INPUT -p tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A INPUT -j DROP

Trong dé:
e -p tcp: Giao thuc dugc dp dung.

e -dport 22 va -dport 80: Cong cho phép ap dung.
e -j DROP : Nhung sé khda toan b cac két ndi con lai.

Kiém tra rule

iptables -nvL

Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho cong viéc, cudc séng, dam mé cua ban,

dirng ngai ing ho mot ly ca phé dé minh cé thém déng luc chia sé thém nhiéu kinh nghiém, kién

thidc nhé.

Ban c6 thé ang hd minh qua:

Vi MoMo
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Vi Mo

Paypal

H6 trg qua Paypal

Cam on moi nguai!
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S dung Docker Compose
trén Ubuntu 20.04LTS

Cai dat Docker Compose

apt -y install docker-compose

Thuc hanh vé Docker Compose

Tao mot Web service container

vi Dockerfile

FROM ubuntu
MAINTAINER KienLeTV <admin@skienletv.com>

ENV DEBIAN_FRONTEND=noninteractive

RUN apt-get update
RUN apt-get -y install apache2

EXPOSE 80
CMD ["/usr/sbin/apachect!", "-D", "FOREGROUND"]

# define application configration
root@kltv:~# vi docker-compose.yml
version: '3
services:

db:

image: mariadb



volumes:
- /var/lib/docker/disk01:/var/lib/mysql

environment:
MYSQL_ROOT_PASSWORD: password
MYSQL_USER: kienletv
MYSQL_PASSWORD: password
MYSQL_DATABASE: my_db

ports:
- "3306:3306"

web:

build: .

ports:
- "80:80"

volumes:

- /var/lib/docker/disk02:/var/www/html

Buid va run

docker-compose up -d

Building web

Step 1/7 : FROM ubuntu

---> 7e0aa2d69al5

Step 2/7 : MAINTAINER KienLeTV <admin@kienletv.com>
---> Using cache

---> a2fa80a6247c

Step 3/7 : ENV DEBIAN_FRONTEND=noninteractive

---> Running in cc43f4laa43d

docker ps

docker-compose ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
7b0535cfaf92 mariadb "docker-entrypoint.s..." About a minute ago Up About a minute 0.0.0.0:3306-
>3306/tcp root_db_1

73aa26c9ecd3 root web "/usr/sbin/apachectl..." About a minute ago Up About a minute 0.0.0.0:80-
>80/tcp root_web 1



Mot so Iénh khac

docker-compose logs
docker-compose exec db /bin/bash
docker-compose stop
docker-compose up -d web

docker-compose rm

Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho céng viéc, cudc song, dam mé cua ban,

dUng ngai ing hd mot ly ca phé dé€ minh cé thém dong luc chia sé thém nhiéu kinh nghiém, kién
thic nhé.

Ban c6 thé ang ho minh qua:

Vi MoMo

Vi MoMo

Paypal

H6 trog qua Paypal
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Cam on moi ngudi!



Tao mo6t SSH key co ban

Tao mot SSH key

ssh-keygen -t ed25519 -C "Kién Lé TV"

root@vps@Z-kienle:~/openvpn# ssh-keygen -t ed25519 -C "Kién Lé TV"
Generating public/private ed25519 key pair.

Enter file in which to save the key (/root/.ssh/id_ed25519):
Created directory '/root/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_ed25519
Your public key has been saved in /root/.ssh/id_ed25519.pub
The key fingerprint is:

SHA256: h2TCOckGLOUf3F95LIS+NPn8NyhweB+EaOI7yDJtB9A Kién Lé TV
The key's randomart image is:

+--[ED25519 256]--+

I . .. I

+ .. .
+----[SHA256]
root@vps@2-kienle:~/openvpn#

Kiém tra file duoc tao ra

Is -1 /root/.ssh
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root@vps@2-kienle:~/.ssh# 1s -1
total 8

root 399 Apr 26 13:00 id_ed25519
-rw-r--r-- 1 root root 94 Apr 26 13:00 id_ed25519.pub

root@vps@2-kienle:~/.ssh#

Hudng dan su dung SSH Key

Sau khi da tao xong SSH key & céc budc trén, dé s dung ban thuc hién tuan tu cac budc sau.

Thém Public key lén Server/VPS

Ban hay ssh vao server/vps vdi thong tin passwd root va thuc hién nhap tuan ty cac 1énh sau.

mkdir ~/.ssh

chmod 700 ~/.ssh

touch ~/.ssh/authorized_keys
chmod 600 ~/.ssh/authorized_keys

Khi tao xong file authorized keys ban hay mg file nay |én véi Iénh sau vi ~/.ssh/authorized_keys va
copy toan bd chubi ky tu public key da tao vao nhé.

root@vps@2-kienle:~/.ssh# cat id_ed25519.pub

ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAICLA4AIxHe3/764RgXYirjHZWZ11945u@QkFjuf@LzIm Kién Lé TV
root@vps@2-kienle:~/.ssh#

St dung SSH Key véi Linux/MacOS

Véi Linux/MacOS dé s dung SSH key ban mé& Terminal 1én va s dung Iénh sau dé SSH.
ssh -i duong_dan_file_private_key root@ip_may_chu -p nhap_vao_port_ssh
Vi du: ssh -i .ssh/kienletv root@123.123.123.123 -p 2222

Trong dé:

e ssh -i: cU phap thuc hién
e .ssh/kienletv: duding dan dén fike private key, va ¢ day private key cGa minh tén la quan
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e root: tén user
e @123.123.123.123: IP may chu
e -p 2222: option va Port ssh, & day minh d&i port ssh mac dinh la 22 thanh 2222

Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho céng viéc, cudc séng, dam mé cua ban,

dUing ngai ing hd mot ly ca phé dé minh cé thém dong luc chia sé thém nhiéu kinh nghiém, kién
thiac nhé.

Ban c6 thé ang ho minh qua:

Vi MoMo

Vi MoMo

Paypal

H6 trg qua Paypal

Cam on moi ngudi!
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