Cai dat iptables trén Ubuntu

Téng quan va cai dat

Iptables chi la giao dién dong Iénh dé€ tuong tac véi tinh nang packet filtering clia netfilter
framework.

system-config-firewall D-Bus firewall-config firewall-cmd

’ firewalld (daemon and service)

iptables (service)

iptables (command)

kernel (netfilter)
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Trén Ubuntu s dung ufw lam firewall nén dé€ cai iptables ta can disable ufw truéc

ufw disable

Cai dat iptables

apt-get install iptables iptables-persistent

Cho phép qgilr cac phién dang két ndi dé€ viéc thuc hién khéng bi gidn doan (trong truong hop ban
dang SSH vao server)

iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
Trong dé:
e -m conntrack: Ap dung cho céc két néi thuéc module “Connection Tracking" véi 4 kiéu
két n6i la NEW, ESTABLISHED, RELATED va INVALID. Cu thé & rule nay ching ta sé st
dung ki€u RELATED va ESTABLISHED dé€ loc cac két n6i dang truy cap.

e -ctstate RELATED,ESTABLISHED: Khai bdo loai két n6i dugc 4p dung cdia module “
Connection Tracking".

D6i policy méac dinh cla iptables thanh DROP

iptables --policy INPUT DROP

Luu lai cau hinh
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netfilter-persistent save

netfilter-persistent reload

Thém mot rule

iptables -A INPUT -p tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A INPUT -j DROP

Trong dé:
e -p tcp: Giao thuc dugc dp dung.

e -dport 22 va -dport 80: Cong cho phép ap dung.
e -j DROP : Nhung sé khda toan b cac két ndi con lai.

Kiém tra rule

iptables -nvL

Moi ca phé
Néu cdm thay blog mang dén nhirng thong tin hiru ich cho cong viéc, cudc séng, dam mé cua ban,

dirng ngai ing ho mot ly ca phé dé minh cé thém déng luc chia sé thém nhiéu kinh nghiém, kién

thidc nhé.

Ban c6 thé ang hd minh qua:

Vi MoMo



Vi MoMo

Paypal

H6 trg qua Paypal

Cam on moi nguai!

Phién ban #3
Puogc tao 5 thadng 4 2024 07:29:12 bdi Kién Lé
Dugc cap nhat 5 thang 4 2024 14:50:48 béi Kién Lé
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